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Our reliance on computers and information-based technologies within DoD has greatly increased our
potential for vulnerability if our information systems are attacked. DoD systems now receive numerous
intrusion attempts daily and this trend appears to be increasing. It is paramount that DoD develops
appropriate defensive courses of action to systematically and appropriately counter the threat of future cyber
attacks. The main problem is distinguishing the type of intrusion or attack and developing the mechanisms to
appropriately respond whether that is a law enforcement action or military action. This paper will attempt to
develop a spectrum of cyber-conflict from hacking to information warfare which will address how to discern
who the adversary is, his goals and how best to counter him. It will seek to answer the question of how we
can differentiate between a juvenile hacker who is only interested in simple exploration, to a terrorist intent
on seriously damaging information for political gain or from the first indications of all out information
warfare. This spectrum of conflict will consist of various forms of cyber-attack such as exploration and
hacking to terrorism, espionage, and information warfare. The important issue in countering any form of
cyber attack is to quickly discern the type of attack and adversary and respond appropriately. Currently,
tracking down computer intrusions is a law enforcement function. The collection of information/evidence
after the fact to trace the attacks back to the origin requires a robust and competent law enforcement
community. The traditional warfighting military is prohibited from executing this mission domestically. If,
the US is a law enforcement theatre, now domestic law enforcement has a critical role in national security
and national defense.
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From reader reviews:

Susan Roundy:

In other case, little folks like to read book The Spectrum of Cyber Conflict from Hacking to Information
Warfare: What Is Law Enforcement's Role?. You can choose the best book if you like reading a book. As
long as we know about how is important any book The Spectrum of Cyber Conflict from Hacking to
Information Warfare: What Is Law Enforcement's Role?. You can add knowledge and of course you can
around the world by way of a book. Absolutely right, because from book you can know everything! From
your country until foreign or abroad you can be known. About simple issue until wonderful thing you could
know that. In this era, you can open a book or perhaps searching by internet product. It is called e-book. You
may use it when you feel bored to go to the library. Let's study.

Christopher Mueller:

This The Spectrum of Cyber Conflict from Hacking to Information Warfare: What Is Law Enforcement's
Role? are reliable for you who want to become a successful person, why. The reason of this The Spectrum of
Cyber Conflict from Hacking to Information Warfare: What Is Law Enforcement's Role? can be among the
great books you must have is definitely giving you more than just simple examining food but feed you with
information that might be will shock your before knowledge. This book is usually handy, you can bring it
everywhere and whenever your conditions throughout the e-book and printed people. Beside that this The
Spectrum of Cyber Conflict from Hacking to Information Warfare: What Is Law Enforcement's Role? giving
you an enormous of experience for instance rich vocabulary, giving you demo of critical thinking that we
realize it useful in your day action. So , let's have it and enjoy reading.

Corinne Parsons:

Reading a guide can be one of a lot of task that everyone in the world adores. Do you like reading book
therefore. There are a lot of reasons why people enjoy it. First reading a guide will give you a lot of new
facts. When you read a book you will get new information because book is one of many ways to share the
information or maybe their idea. Second, studying a book will make you more imaginative. When you
reading through a book especially hype book the author will bring you to definitely imagine the story how
the character types do it anything. Third, it is possible to share your knowledge to other people. When you
read this The Spectrum of Cyber Conflict from Hacking to Information Warfare: What Is Law Enforcement's
Role?, it is possible to tells your family, friends as well as soon about yours reserve. Your knowledge can
inspire different ones, make them reading a e-book.

Charles Krueger:

The book untitled The Spectrum of Cyber Conflict from Hacking to Information Warfare: What Is Law
Enforcement's Role? contain a lot of information on it. The writer explains her idea with easy technique. The
language is very simple to implement all the people, so do not necessarily worry, you can easy to read it. The



book was authored by famous author. The author will bring you in the new era of literary works. You can
actually read this book because you can read on your smart phone, or gadget, so you can read the book
throughout anywhere and anytime. If you want to buy the e-book, you can available their official web-site
along with order it. Have a nice examine.
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